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! David Sanger, “Obama Order Sped Up Wave of Cyber Attacks against Iran, ” The New York Times,

June, 12, 2012. http://www.nytimes.com/2012/06/01/world/middleeast/obama-ordered-wave-of-
cyberattacks-against-iran.html.

2 Ibid; Kim Zetter, “An Unprecedented Look at Stuxnet, the World’s First Digital Weapon,” Wired,

Nov. 03, 14,https://www.wired.com/2014/11/countdown-to-zero-day-stuxnet/
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* Ibid.

* Jennifer Valenito-Devries and Danny Yadron, “Cataloging the World’s Cyberforces,” The Wall
Street Journal, Oct. 11, 2015, http://www.wsj.com/articles/cataloging-the-worlds-cyberforces-
1444610710; McAfree Report, In the Crossfire: Critical Infrastructure in the Age of Cyber War,
2010, 11, http:// resources.mcafee.com/content/NACIPReport.

* Andrea Shalal-Esa, “Top General Says U.S. under Constant Cyber Attack Threat,” Reuters, May,
14, 2013, http://www.reuters.com/article/us-cyber-summit-alexander-idUSBRE94D121.20130515.
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12 Michael N. Schmitt, The Tallinn Manual on the International Law Applicable to Cyber Warfare,
(New York: Cambridge University Press, 2013).


https://ccdcoe.org/tallinn-manual.html
https://ccdcoe.org/tallinn-manual.html

THE ASAN INSTITUTE for POLICY STUDIES

ol
ok
<+

=

u

10l

o &K

A
ol

e
O

O|ACLY CrAAYAZ OFEIX| O AU2|R=

Z40]ct.

=13
=

ZEAIHO| FHHOIH & “ts

=
—

1 21t

2 =l

o

o=

oF-

N0

=l

I.

ot

Z O[oX[X]|

7t7 0| Ato|H

=
—

2 29017k Brop Afo|H BHO|

olo

K| BECHEH oo Chigh

24
ot= HI=7F gl

UAS? 1

AL
T

EEI
2717t X

2

AO|H & Z(Cyber-Attacks-Short-of-War)

ojxl =

e 2

H

=
=]

U

o] HgglCt"

VI2H2= AO|H SH2 OfEf

OfH MO|H &AZ =2|H I

St=

A 2l

=3

.1

AS
=7t7t MO &AS =

A E AL
o5

He ofzA ot

=HME

b E27t Aol gltts HE

SHS
—

CC
ol

C}.

74
ZZ|
o x|

Ho

O|C}t. EESH CASoW

UAZT| M2

=
=

of &3ix] @en a2l

of Mgt

N
o

Mz2 "7t &L

AtOlH HE, ALO|

CtH CASoW

il
o

a

3 Harold H. Koh, “International Law in Cyberspace,” Harvard International Law Journal (2012)
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' Peter W. Singer, Allan Friedman, Cybersecurity: What Everyone Needs to Know, (Oxford

University Press: New York), 2014.
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> Josh Rogin, “NSA Chief: Cybercrime Constitutes the Greatest Transfer of Wealth in History,”
Foreign Policy, July 9, 2012, http://foreignpolicy.com/2012/07/09/nsa-chief-cybercrime-constitutes-
the-greatest-transfer-of-wealth-in-history/
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' Naval Air Warfare Center, “Joint Strike Fighter F-35 Lightning II Fact Sheet,” accessed
at: http://www.jsf.mil/news/docs/20160324 Fact-Sheet.pdf.

'® Defense Science Board, “Task Force Report: Resilient Military Systems and the Advanced Cyber
Threat,” DOD, January 2013,
http://www.acq.osd.mil/dsb/reports/ResilientMilitarySystems.CyberThreat.pdf.

% David Alexander, “Theft of F-35 Design Data Is Helping U.S. Adversaries,” Reuters, June, 19,
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0 Brendan McGarry, “Lawmaker: Chinese J-31, J-20 Mirror American F-35, F-22,” Defensetech,
September, 29, 2015, https://defensetech.org/2015/09/29/lawmaker-chinese-j-31-j-20-mirror-
american-f-35-f-22/.

?! Justin Ling, “Man Who Sold F-35 Secrets to China Pleads Guilty,” Vice News, March 25, 2016,
https://news.vice.com/article/man-who-sold-f-35-secrets-to-china-pleads-guilty.
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® Ron Rosenbaum, “Richard Clarke on Who Was Behind the Stuxnet Attack,” Smithsonian
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the-stuxnet-attack-160630516/.
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% Remarks by Eugene Spafford in James Fallows, “Cyber Warriors,” The Atlantic, March
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